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Subject:  OIF Information Operations Lessons Learned - First Look
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a. Joint Publication 3-13, Doctrine for Joint Information Operations, October 98 

b. Air Force Doctrine Document 2-5, Information Operations, January 02 

“During the conflict it proved difficult to measure the effectiveness of the information campaign and even now it is not easy to make definitive judgments. However, the largely quiescent reaction of the bulk of the Iraqi population and the disappearance or surrender of most of the Iraqi armed forces may indicate its positive effects in tandem with a military campaign whose overwhelming, rapid success created its own information impact and momentum.”





United Kingdom Ministry of Defence

1.  This document is intended to increase situational awareness of information operations (IO) for personnel of the AFC2ISRC.  It contains a collection of IO lessons learned from Operation Iraqi Freedom (OIF).  All information was derived from unclassified open source materials.  The observations contained herein represent the opinions of the author and in no way reflect the official position of the Department of Defense (DOD), the Air Force, or the Air Force Command and Control and Intelligence, Surveillance and Reconnaissance Center (AFC2ISRC).

2.  The discussion of IO lessons learned includes lessons from Joint, and Air Force IO. Lessons learned are highlighted with bold print.  The discussion of lessons learned is  divided into three paragraphs, with each covering a specific category of IO.  

a. Paragraph 3 contains observations on Influence Operations. Influence Operations are the integrated planning and employment of military capabilities to achieve desired effects across the cognitive battlespace in support of operational objectives. Psychological operations (PSYOP), military deception (MD), operations security (OPSEC), counterintelligence (CI), and public affairs (PA) are operational elements of influence operations.    

b. Paragraph 4 contains observations on Electronic Combat Operations (EC Ops).  EC Ops are the integrated planning and employment of military capabilities to achieve desired effects across the electromagnetic battlespace in support of operational objectives. Electronic Attack (EA), Electronic Protect (EP), and non-lethal suppression of enemy air defenses (SEAD) are operational elements of EC Ops.    

c. Paragraph 5 contains observations on Network Combat Operations.  NC Ops are the integrated planning and employment of military capabilities to achieve desired effects across the digital battlespace in support of operational objectives.  Network attack and network defense are operational elements of NC Ops.

3.  Influence Operations Lessons Learned. This section contains observations derived from military operations, DOD Communications,  and Strategic Communications from the Executive Branch of the United States Government (USG).  

a. Operations Security (OPSEC).  During the build-up to OIF and since OPSEC has been a constant concern.  The Secretary of Defense issued new web site OPSEC guidance to the DOD on 14 January 2003, noting that “an al-Qaeda training manual recovered in Afghanistan states, “using public sources openly and without resorting to illegal means, it is possible to gather at least 80% of information about the enemy.” 
  It is critical that each DOD organization have an OPSEC vetting process to review all information before it is placed on a website that is accessible to the public.   

(1)  Embedded Journalists in Combat Operations.  The embedded journalist that traveled with many of the ground combat forces exacerbated the OPSEC problem.  Reporter Geraldo Rivera was actually expelled from the 101st Airborne Division’s zone due to an OPSEC violation. “Rivera violated the cardinal rule of war reporting by giving away crucial details of military plans during a Fox News broadcast from Iraq. During the broadcast, Rivera asked his photographer to aim the camera at the sand in front of him. He bent down and drew a map of Iraq in the sand showing the comparative location of Baghdad to his unit. Rivera even proceeded to draw diagrams of where the unit was heading next. If enemy forces were watching the news broadcast, they could have launched a pre-emptive strike against the whole Airborne Division.”
   In the past the media has posed little immediate threat to combat forces.  However, since the advent of global television and radio broadcast from the frontlines, OPSEC has become a major issue.  The 1st Marine Division Commander, Maj Gen James M. Mattis characterized the embedded journalists concept as “a limited Success.”
  His opinion of the journalists is not as positive as that expressed by Secretary of Defense or CENTCOM Commander. The jury is still out on using embedded journalists for future operations. 

(2)  OPSEC on the Home Front.  An egregious OPSEC violation potentially put the family members of a B-1 bomber crew at risk during OIF.  On 7 April a B-1 crew was diverted to a new target, which was later revealed to be a building in which Saddam Hussein and some of his senior leadership were believed to be located.  In a subsequent interview broadcast from the Pentagon, a number of crew members’ full names, their commanding officer’s name, their unit, and their home base location were identified.
 Given the terrorist threat at home today, this incident could have well put the family members of these individuals at risk. With today’s powerful Internet search engines, given a name and location, it is often possible to locate an individual’s address and a map to their place of residence in a matter of minutes.  Identifying the unit, base, and full names of the B-1 crew during a media event was an OPSEC violation. Deputy Secretary of Defense Paul Wolfowitz issued a new OPSEC directive to the DOD on 6 Jun 03, directing the Military Services to reassess their OPSEC programs by 1 Oct 03 and provided four objectives for the assessment.  It is important that each unit OPSEC program focuses on protecting the unique critical information for that organization. 

b. Senior Iraqis Bribed Into Submission.  General Tommy Franks, the CENTCOM Commander, revealed that senior Iraqi officers accepted bribes for a promise not to engage coalition forces.  Consequently, US and UK forces met light resistance in many locations that might have otherwise been heavily defended. "I had letters from Iraqi generals saying: I now work for you'," General Franks said.
 This type of influence has been used before to encourage the peaceful departure into exile of General Raul Cedras during Operation Uphold Democracy in Haiti.
 Money, sex, and drugs remain three of the best, time-tested tools of influence in war and politics. Our adversaries will employ these same tools against us.  Therefore, periodic counterintelligence refresher training remains crucial for all persons affiliated with the DOD.  

c. Strategic Communications.  President Bush addressed Iraqi generals directly in a nationally televised speech and made it clear that, “…anyone ordering the use of weapons of mass destruction will be treated as a war criminal and likely will be executed.”
 It is difficult to determine the effects of the President’s warning, in However, the large number of prisoners from Operation Enduring Freedom that are being held in a US prison in Guantanamo Bay, Cuba are ample evidence of the veracity of the President’s words and may have contributed to the psychological impact and effectiveness of the his warning.  The DOD has yet to develop effective Measures of Effectiveness (MOE) for evaluating influence operations.  

d. Psychological Operations

(1) PSYOP Broadcasts.  As usual, PSYOP broadcasts from the Air Force’s EC-130E Commando Solo aircraft were a key element of the information campaign. One program broadcast by the EC-130E mimicked a popular Iraqi radio program “Voice of Youth.”  “The American programs open with greetings in Arabic, followed by Euro-pop and 1980's American rock music — intended to appeal to younger Iraqi troops, perceived by officials as the ones most likely to lay down their arms. The broadcasts include traditional Iraqi folk music, so as not to alienate other listeners, and a news program in Arabic prepared by Army psychological operations experts at Fort Bragg, N.C. Then comes the official message: Any war is not against the Iraqi people, but is to disarm Mr. Hussein and end his government.”
  The inability of Commando Solo to operate in areas of mid to high intensity air defense threat has long been a problem.  To help remedy this during OIF coalition forces employed PSYOP broadcasts from ships operating in the Persian Gulf.
 The Navy in recent years deployed a containerized PSYOP broadcast package that can be emplaced on and operated from the deck of a ship. A Defense Science Board study published in 2000 indicated that the small, aging fleet of EC-130E’s is no longer capable of meeting the PSYOP needs of the Combatant Commanders.
  As the Military Services develop concepts and requirements for new platforms, PSYOP broadcast and leaflet delivery requirements should be considered as a potential capability for each platform.   

(2) Al Jazeera.  The influence of the Qatar-based Al Jazeera network, which has been called the “Arab CNN,” cannot be overstated.  Al Jazeera beams its message across the Middle East and is reported to reach 35 to 40 million viewers.
  It has been accused by some of being a mouthpiece for Osama bin Laden, airing recorded messages from Bin Laden that some believe are used to pass cryptic messages to his followers.  Regardless of its motives, Al Jazeera is a market competitor for U.S. PSYOP and public affairs broadcasts in the Middle East. Al Jazeera received much criticism from American officials for broadcasting video of Americans captured by the Iraqis, including one video that appeared to show that some of the prisoners had been summarily executed.  The USG’s response to Al Jazeera thus far has been rather clumsy.  The USG has yet to display a coordinated Strategic Communications strategy to deal with Al Jazeera and similar Middle East media outlets. Until this happens the US will continue to lose ground in global media wars.     

(3) “Baghdad Bob.”  Mohamed Saaed Al-Sahhaf, the Information Minister of Iraq who has become know by the nickname “Baghdad Bob” has become famous through parodies on the David Letterman Show, the Tonight Show, and a website dedicated to his infamous railings (www.welovetheiraqiinformationminister.com). The lesson for anyone who watched “Baghdad Bob” is that truth is the strongest weapon in PSYOP.  Unlike the propaganda of our adversaries, US PSYOP doctrine focuses on transmitting selected truthful messages to specific human targets in order to influence their actions. “Baghdad Bob” is an excellent example of how not to do PSYOP!

e. Denial and Deception (D&D).  Some would claim that Iraq’s interaction with the United Nations since the first Gulf War was one massive deception operation. For certain, the Iraqis employed a number of innovative means to deny and deceive coalition intelligence surveillance, and reconnaissance during OIF.  These included placing weapons facilities inside civilian neighborhoods, faking collateral damage for the sake of exploiting the media, and hiding weapons and munitions inside schools, mosques, and walls of buildings.
 Scores of official documents have been recovered from private homes.  Perhaps the most innovative D&D method has been burying equipment and documents.  The Army’s 101st Airborne Division discovered eleven mobile laboratories, suspected of being biological agent production labs, buried near the town of Karbala.
  “Officials said they have found tons of military equipment, including airplanes, buried beneath the sand, and they believe illegal weapons and the laboratories to make them will have been hidden in such a manner.”
 Finding buried materials in a country the size of California is like searching for a needle in a haystack. Much of the equipment and documents discovered so far was located as a result of tips provided by Iraqi citizens. The lesson is that despite the US military’s sophisticated intelligence, surveillance, and reconnaissance (ISR) capabilities, there is still no substitute for good human intelligence on the ground. However, sophisticated ISR proved useful for exposing Iraqi D&D techniques to the media, as was clearly demonstrated in a State Department media briefing on 11 Oct 02.
  This reminds us that future DOD ISR systems will need to meet increasingly difficult requirements for defeating enemy D&D tactics, techniques, and procedures.  
4.  Electronic Combat Operations Lessons Learned  

a. Suppression of Enemy Air Defenses (SEAD).  The AGM-88 HARM is an anti-radiation missile employed against radar emitters.  It is usually associated with the Navy’s EA-6B Prowler aircraft.  Serb Air Defense units in Kosovo learned that they could avoid the missiles by turning off the radar emitters after handing a target off to a missile launcher.
  A recent software upgrade to the AGM-88 saw its first combat employment in OIF. The Block V and Block IIIa upgrades maintain their targets in memory after the emitter is switched off. The upgrade also has the option to home in on emitters attempting to jam the Global Positioning System (GPS) receivers. 
  The AGM-88 upgrade proved effective. This may account for why so many Iraqi radar sites never turned on their radars at all.  One coalition fixed-wing aircraft was lost to Iraqi air defenses during OIF. Another was downed by friendly fire.  It was believed to have been caused by a software flaw in the Army’s Patriot Missile fire control system. 
  The improvements to the AGM-88 target memory are a great example of how the DOD needs to respond quickly as our adversaries develop D&D measures against our technologies.  

b. Electronic Deception. The Navy employed the Tactical Air Launched Decoy (TALD) system against Iraqi air defenses.  The TALD is a small glider that is air launched and flies a pre-programmed course for about 100 kilometers. They found that during night attacks in particular, Iraqi air defense guns and missiles often fired at the TALD decoys, reducing the risk to combat aircraft.  As a result, the Navy has submitted orders for an Improved TALD (ITALD) that has a small jet engine.
  As our adversaries develop greater technological capabilities, it will be increasingly necessary for the DOD to develop electronic D&D capabilities to counter their technology.  

c. GPS Jamming.  Before the war there was much concern expressed over Iraq’s acquisition of GPS jammers from Russia. This was because of the US military’s growing reliance on GPS navigation for precision weapons, particularly the GBU 31/32 Joint Direct Attack Munitions (JDAM). The concerns appeared to be unfounded.  In a press conference on 25 Mar 03 Maj Gen Victor Renuart the CENTCOM J3 confirmed that the Iraqis had employed six GPS jammers during the previous two nights of operations and that all had been destroyed.  He added that one of the Iraqi GPS jammers had even been destroyed by a GPS-guided precision munition.
 It appears that DOD’s heavy reliance on GPS may not have created as great a vulnerability as originally thought.  

5.  Network Combat Operations Lessons Learned.  

a. Computer Network Attack (CNA). While the details of sophisticated network attack operations are classified, the DOD did confirm that the US employed a barrage of emails, faxes, and cell phone calls to numerous Iraqi leaders in an attempt to persuade them not to support Saddam Hussein.
 These technical operations were conducted in support of PSYOP. In the information age, email addresses, fax numbers, and cell phone numbers can be a valuable tool to your adversaries, as can the contents of your Microsoft Outlook address book.  This drives home the importance of emphasizing OPSEC to protect sensitive but unclassified information in our daily operations. It also cautions us to avoid opening emails from individuals we don’t know.  This is because many Trojan horse programs, which are often transmitted as attachments to emails, exploit the contents of address books once the email attachment is executed. 

b. Computer Network Defense.  There was a slight increase in cyber attacks against DOD systems during the initial days of OIF, but nothing significant was reported.  It is not know whether these “attacks” were simple scanning or attempted network penetrations.  The bottomline is there was “nothing systemic that could be tied back to the enemy.”
 We should not take comfort in the fact that so far during OIF there have been no know penetrations of DOD systems attributable to the enemy. The Iraqis never possessed a sophisticated network attack capability.  Richard Clarke, former Chairman of the President’s Critical Infrastructure Board, recently issued a stern warning stating, “IT has always been a major interest of al-Qaeda. We know that from the laptops we have…that we've recovered that have hacking tools on them…It is a huge mistake to think that al-Qaeda isn't technologically sophisticated, a fatal one. They are well-trained, they are smart. They proved it on 9/11 with one style of attack, and they can prove it again.”
 

6.  Conclusions.  While stability operations continue in Iraq, it is essential for the DOD to analyze the lessons learned now and begin to develop solutions to the problems identified.  IO for the remainder of Operation Iraqi Freedom will focus mainly on influence operations. It would therefore be wise to analyze influence operations lessons learned first to ensure that mistakes in this critical area of IO are not repeated during this crucial phase.
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